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The rest of the paper is organized as follows: section 2 briefly discusses TrAgent architecture and the agents involved in the model, while section 3 discusses the implementation of TrAgent architecture including the intelligent components involved. Section 4 provides the detailed communication acts between the agents. Section 5 presents a secure multi-agent framework for the TrAgent model, and finally section 6 concludes the paper.
An Overview of the Multi-Agent Environment
TrAgent is a distributed architecture encompassing the stock exchange. The components involved in the model are characterized by their attributes, functionality, interactions, and responsibilities. In this section, the components of TrAgent are briefly introduced (for more details please refer to Bjursell et al (2002) ). The implementation details and the communication protocols are discussed in sections 3 and 4. 
Investor Agent
The investor is not a part of the actual exchange. However, the investor agent is critical as the representative of a real investor and the initiator of any transaction. The investor agent is provided with a list of firms, it is interested in, by the stock broker agents, ranked according to the profitability. Upon deciding on the firm the investor agent requests the stock broker agent to initiate the trade on its behalf. The investor agent can also have access to external information such as stock information and the latest quotes. When an order has been executed, the broker agent reports the result to the investor agent. Hence, the investor agent has to furnish methods interfacing with the brokers.
Stock Broker and Discount Broker Agents
A broker is a mobile agent that acts as an intermediary between the buyers and sellers in trading securities, commodities, and other stocks. There are two types of broker agents: a stock broker and a discount broker. The stock broker agent manages the transactions for the investor agent as well as provides analytical functions. On the other hand, the discount broker agent only acts as middle man to the trading floor. These broker agents ensure that investor agent orders are executed, and they relay orders to the floor broker agent that execute the orders.
An investor agent may require two services from the stockbroker: order a transaction or an analysis. In the latter case, the stockbroker agent performs the market evaluation and analysis. It then returns the results and goes back to being idle. In the former case, the stockbroker agent validates the order. Thereafter, a booth on the trading floor is contacted in order to access a floor broker agent. After the order is delegated to the floor broker agent, the stock broker agent returns to its idle state. When a transaction has been executed, the stock broker agent receives the execution report, analyzes the result, and informs the investor.
In our current system, the stock broker does not predict any thing related to the future values of the firms, rather it assists the investor agent by providing it with an ordered list of firms in which the investor agent is interested. The firms in this list are ranked based on some profitability factors (described later). It is up to the investor to decide whether it is willing to sell or invest on a firm looking at the profitability ratios. The process of analyzing the profitability of a firm is a crucial task for the stock broker agent. This is the task for which the stock broker agent uses its intelligence, to decide whether the profitability of the firm is low, medium, high or very high based upon the profitability ratios.
The intelligent component of the stock broker agent is developed using fuzzy expert system. Every firm publishes its profitability ratios periodically. The stock broker agent collects these profitability ratios from each of the firms and feeds them as the input to its fuzzy expert system. The expert system then fires some rules based on the input and the corresponding output is obtained. After defuzzification, the output is used to produce decisions regarding the profitability of the firms. The details of the implementation of the fuzzy expert system will be discussed in section 3.
Floor Broker Agent
The workspaces around the perimeter of the trading floor where member firms and independent floor brokers receive orders are referred to as booths. Each booth includes one or more floor brokers. In TrAgent, the floor broker agent mainly acts as a reactive component, i.e. a certain input leads to specific actions.
Floor broker agents receive orders from stock broker agents. Upon receiving a buy order, the floor broker agent locates the trading post and executes the trade. The component must provide functionality for a stock broker agent to place orders, and also for other floor broker agents and specialist agents to negotiate trade. After a transaction is completed, the floor broker agent returns to the booth and reports the result of the trade and turns idle. A floor broker agent will stay idle until an order is received. Since a floor broker agent is at the booth and stocks are traded at trading posts, the floor broker agent has to find and move to the correct trading posts when receiving an order. After arriving at the post, a specialist agent is contacted. The floor broker agent then places the bid with the specialist agent and anticipates a response. If the bid is accepted, the floor broker agent prepares to move back to the booth and report the trade information to the stock broker agent. However, if that is not the case, the floor broker agent may place a new bid or wait for a better offer to come. The floor broker cannot leave the post unless the order is executed.
Specialist Agent
A specialist agent has numerous roles and responsibilities hence the class becomes large and complex to be described in details. Therefore, the functionality of simply trading one-on-one with a floor broker agent is outlined here: In order to trade, the specialist agent provides methods for negotiating prices with the floor broker agent. Functions for requesting trade information (e.g., price and quantity) are furnished as well. The specialist agent remains idle until a floor broker agent actually places a bid. If the specialist agent accepts the offer, it prepares the trade and reports the result to the floor broker agent. If the bid is rejected, the specialist agent waits for a new bid from the floor broker agent or records the order and attempts to match it with new incoming orders. The specialist agent also interacts with the floor official, as well as the trading information systems (e.g., SuperDot) to store and receive necessary information.
Design and Implementation of TrAgent
This section describes the design and implementation details of TrAgent, while the communication protocols are described in section 4. The TrAgent model is implemented in JADE (Java Agent Development Environment). The implementation of the model includes two major elements:
1) The design and implementation of the software agents involved in the system, their environment, and the communication protocols.
2) The realization of intelligence for the agents so that they can make decisions based upon the continually volatile situations.
The architecture of the system contains a main container and few other individual containers (also called agencies) for different groups of entities involved in the system (figure 2). All containers register themselves with the main container upon creation and reside on the same platform. A platform represents a particular stock exchange, and from the implementation perspective, it is the overall agents' environment. The main container holds the Agent Management System (AMS) agent and the Directory Facilitator (DF) agent. AMS is the authoritative body of the platform which provides the naming service for all the agents residing on the platform. Equally important is the role of DF agent which provides a Yellow Pages service by which an agent can locate other agents providing the services it may require. Figure 2 illustrates the outline of the TrAgent architecture in JADE. 
Investors Agent
Investor agents are created in the investor container, and are critical in the sense that only they initiate a transaction. Every investor agent uses the DF service to find a brokerage firm agent which provides the stock broker agent or discount broker agent to perform the required transactions. TrAgent only allows the investor agents to perform trade, i.e., buy/sell stock or ask for analysis.
Brokerage Firm, Stock Brokers and Discount Broker Agents
Brokerage firm, stock broker, and discount broker agents are created in the brokerage firm containers. There may be multiple brokerage firm containers in the system to represent different brokerage firms. The brokerage firm agent publishes its services with the DF service for investor agents to locate it and request its services.
The brokerage firm receives the requests from investor agents and assigns the job to an available stock broker or discount broker agent by maintaining a list of all active stock brokers and discount brokers.
Stock broker and discount broker agents register only with one brokerage firm agent. These agents continually provide the brokerage agent with their status information, which can be either idle or busy. A stock broker agent manages the transactions for an investor agent and provides analysis of the firms, upon request. For analyzing the stock, the stock broker agent utilizes its fuzzy expert system, described below. A discount broker agent, on the other hand, does not provide any advice on the trading. Stock broker and discount broker agents need the service of a floor broker agent to perform the actual stock transaction. They use the DF service to find a booth clerk agent and to request from it a floor broker agent. 
Intelligence for Stock Broker Agent
The objective of applying intelligence capabilities to the agents mentioned in the previous sections is to resemble the behavior of real world investors, stockbrokers, specialist, and any of the other actors involved in the trading process. The intelligent component that has been applied to stock broker agents is a fuzzy expert system (FES) (Zadeh (1965) ). This kind of expert system constitutes an extension of the classical rule-based system since it deals with fuzzy rules instead of classical logical rules (Zadeh (1973) ), and has been successfully applied to a wide range of problems dealing with uncertainty.
In our approach, a stock broker agent is the entity that provides the investor agent with an ordered list of the firms in which the investor agent is interested, ranking them according to their possible profitability. To do so, the FES receives inputs from stock brokers who belong to the firm and form its rules appropriately by combining their suggestions together. Each brokerage firm possesses a single FES in the current TrAgent's design. Detailed discussion is presented in ensuing sections. Figure 3 illustrates the architecture of a FES.
Membership Functions
The Profitability of a firm depends on various criteria (see Zopounidis (1996) and Gold (1999) ). In TrAgent, four major profitability ratios that influence the profit of the firms have been considered. These factors are "return on equity," "return on assets," "operational profit margin," and "net profit margin." The stock brokers collect these values from the firms in which it is interested. The stock broker agent then calculates the possible profitability of the firms based on these values, employing the FES, and then ranks them. The input parameters could belong to any of the four input fuzzy sets: NOT SATISFACTORY, MEDIUM, SATISFACTORY and VERY SATISFACTORY. Depending on their membership values, each parameter could belong to more than one fuzzy set.
In general, the approach adopted for acquiring the shape of a particular membership function depends on the application. For most fuzzy logic control problems the membership functions are linearusually triangular in shape. The membership functions for the input and output variables considered in our approach are also of triangular type. Deciding upon the ranges of the fuzzy sets for the input variables is a critical task. These ranges vary for different classes of the firms in different industries and there is no way to get a generalized range which works for any firm. In TrAgent, the ranges for the input and the output fuzzy sets for a particular industry are provided by the experts and then adjusted (discussed later). To do so an expert evaluates the statistical values of all the firms in a particular industry and provides with the ranges that are particular to the firms in that industry. Different stock broker agents in different firms could apply different membership function ranges for their FES, depending on their analysis. As an example, one set of these ranges and their membership functions are shown in the Table 1 . Where 'a i ' is the linguistic variable representing an input to the fuzzy system while 'A i ' is the corresponding fuzzy set which represents a linguistic term being associated with a membership function (µA i ) that specifies the degree to which a i satisfies A i . The rule's output is represented by 'b' and its fuzzy set by B.
As the number of the input variables and the fuzzy sets grow the size of the rule-base increases exponentially.
That is, for 4 input variables with 4 membership functions for each, the total number of rules would be 256 rules (4*4*4*4). Since one of the main advantages of fuzzy systems is their capability to simplify the environment by dropping the number of the rules, this level of the rule-base complexity is not acceptable. In fact, some of these rules might be contradictory and some might not make sense. For example, if the net profit margin of a firm is "very satisfactory" the operational profit margin cannot be "not satisfactory". Rules with such contradictory conditions can be eliminated, and since each fuzzy if-then rule is linguistically interpretable, they can easily be understood and filtered by human experts. Below, two of the rules used in the FES are illustrated: Based on the values of the input variables, and depending on the fuzzy sets these input variables belong to, the rules are evaluated and may be fired by the fuzzy inference engine. The aggregation of the rules which are fired is a two stage process in our model. Initially the Mamdani's inference method is applied, where the minimum membership value of the antecedents is the degree of truth (Mamdani (1975) ). The output membership function is then clipped off at a height corresponding to the rule antecedents, computed degree of truth. At this stage the output is still fuzzy in nature. As an example let us assume that the values for return on equity, return on assets, operational profit margin and net profit margin for a particular company are 4%, 8%, 15% and 18% respectively. The process of fuzzification, using these sample inputs as well as the computed output, is illustrated in Table 2 . Figure 4 graphically illustrates the rules and how they may be activated based on the example input values along with their corresponding output membership function. Figure 4 . Illustration of the activation of the rules for an arbitrary set of inputs
Defuzzification
After aggregating all the fired rules in the rule-base, the obtained result is still a fuzzy set. However, for most applications such as this one, there is a need for a single action or "crisp" solution, to emanate from the inference process. This will involve the "defuzzification" of the solution set. 
Results and Analysis
The last and the most laborious task is to evaluate and tune the fuzzy expert system. A convenient way to examine the system is to look at a control surface. This is a 3D graph in which the inputs form the base of the graph, and the output is represented by the height of the graph above each input pair. The fuzzy logic toolbox in Matlab can generate such surface to analyze the system's performance. Since the current FES has four inputs and one output, and Matlab fuzzy logic toolbox can generate only three dimensional graphs, thus the performance of our four-input one-output system can be observed on more than one three dimensional plots.
Figures 6 to 9 represent three-dimensional plots for different combinations of two inputs and the output. Using 13 this class of figures, and with the help of the experts, we have modified the fuzzy sets and the rule base on the universe of discourse. After extensive modification of the fuzzy sets and the rules, the performance of the system for different pairs of inputs is visible in figures 6 to 9. Figure 10 illustrates the effect of the input values to the output profitability of each firm. An observation can be made in this figure that a decrease in ROE does not affect the profitability to a much extent but a small fall in NPM decreases the profitability greatly. Figure 10 . Demonstrating the effect of the input values on profitability
Booth Clerk and Floor Brokers
The booth clerk agent and its floor broker agents are created inside the booth clerk container. Like Brokerage Firm agent, the booth clerk agent also publishes its services with the DF service. It serves requests from stock broker and discount broker agents for available floor broker agents. Similarly, floor broker agents only register with one booth clerk agent, which also provide their status information, idle or busy.
A floor broker agent stays idle until an order is received. Upon receiving a buy order, it locates the corresponding specialist agent and executes the trade. After a transaction is completed, the floor broker reports the result of the trade to the stock broker or the discount broker agent.
Specialists and Trading Post
The specialist agents and the trading post agent are created in separate containers (Figure 2 ). The trading post agent is solely responsible for providing stock information to the specialist agent and also to the stock broker agents. The trading post agent publishes and maintains the stock database. In addition, it publishes its services with the DF service when it starts execution.
Similarly, specialist agents register with the DF service so that the floor broker agents can locate them. They receive requests from floor broker agents for trading stocks, carry out the execution, and report the results back S o n i c S o l u t i o n s S a p i e n t C o r p . P e g a s y s t e m s I n c .
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to the floor broker agents. Figure 11 demonstrates the TrAgent agents that publish their services with the DF service to be accessed by other agents such as the investor, sock broker, discount broker, or floor broker to locate them when different services are required. Figure 11 . An illustration of the agents who publish their services
Communicative Acts
The communication paradigm adopted by TrAgent is asynchronous message passing. Each agent has a message queue where the Jade runtime environment posts messages sent by other agents. In TrAgent, message exchanged by the agents is specified by ACL language and follows FIPA, which is an international standard for agent interoperability (Bellifemine) . JADE ACL messages are modeled after speech acts. These ACL messages utilize an extensive library of 22 communicative acts provided by JADE. These communicative acts allow representation of different communicative intentions between agents such as requesting, proposing, informing, querying, calling for proposal, accepting proposal, rejecting proposal, subscribing, and etc.
The following is a list of the essential communicative acts used in TrAgent:
 ACCEPT_PROPOSAL: accept a previously submitted proposal  AGREE: agree to perform some action, possibly in the future  CANCEL: cancel some previously requested action  CFP: make a cal for proposals to perform a given action  CONFIRM: inform a receiver that a given proposition is true  DISCONFIRM: inform a receiver that a given proposition is false  FAILURE: inform another agent that an action was attempted but failed All messages exchanged between different agents are tagged with one of the communicative acts. Tables 3 to   Table 9 explain the communications that takes place between agent pairs in TrAgent. Figure 12 depicts the initialization phase and sequence of the communicative acts between the agents in unified modeling language. 
Implementation of the Security Aspects
As mentioned earlier, TrAgent is developed on JADE agent platform. Currently, JADE does not provide strong security features; however, the basic security requirements are provided. JADE has no specific built-in form of security unless the security add-on is installed. To install the security add-on features, the version 2.6.1 or the later versions are required. The JADE platform with the security add-on features is also called secure JADE or JADE-S (Jade Board (2005)) (the JADE Version 2.6.1 with security plug-in is the JADE-S version 1 and the JADE Version 3.2 and current version 3.3 with security plug-in is the JADE-S version 2.)
The JADE-S platform provides some security features that have been utilized to implement adequate security infrastructure for TrAgent. JADE-S provides four basic security features: authentication, permission, signature and encryption. In the following subsections, discussion on how these features are utilized in TrAgent model is provided. Moreover, the limitations of the current version of JADE-S are also discussed.
Authentication
In JADE-S, every component (agent, container, and platform) is owned by an owner. Every platform can assign user accounts to the agents, who require access to them, so that the agents can be identified and allowed to be registered with the platform. As mentioned before, in TrAgent every platform represent a stock market.
Each platform keeps a password file that stores the entire users' information. Any agent who desires to register with a platform must first have a valid identity, assigned to it by a valid platform in the environment. This means an agent could be registered with multiple platforms to provide interconnectivity among them when desired ( figure 14) . This mechanism can protect the platforms from being attacked by some unknown or unexpected agents. As such, in TrAgent model, agents are grouped into different platforms as discussed earlier (figure 13), and because of the security concerns, the number of user accounts are set to be at its minimum in each platform. Saying that, there exist couple of weaknesses in the current version of JADE-S authentication mechanism. One problem is that the user accounts are set only when starting a platform. In other words, the user accounts cannot be modified during the runtime. To modify a user account file, the platform must be shut down and restarted again. This imposes a serious limitation to our application. In TrAgent, the user accounts in a platform may need to be dynamically modified, especially in the booth platform and the trading post platform.
If a new brokerage firm is added into the TrAgent system, one of the booth platforms should generate a user account for the brokerage firm, since there will be a floor broker agent that represents this new brokerage firm.
Another limitation is that the user accounts and passwords are stored in a plaintext format, which could be risky if it is exposed to some malicious users. If the file is disclosed by some malicious agents, then various security attacks could be performed against the platform as well as the agents in that platform. For example, the malicious user can easily create some malicious agents, using the stolen account information, and cause some harm to the platform. As the worst case, the malicious user may even steal the identity of the administrator account and get full control of the platform as well as the agents in it. Thus an encrypted file will be a better alternative to store the user accounts and passwords.
Permission
In JADE-S, an entity's behavior can be limited by assigning the entity certain permissions. Permissions can be assigned to users, agents and codes (an agent is also called a "principle," which means any entity that can take actions and hold responsibility for them.) There are different classes of permissions: platform permission, a user can create or kill a platform; container permission, a user can create or kill a container; agent permission, a user can create, kill, suspend, or resume an agent; AMS permission, a user can register, deregister, or modify an AMS; message permission, a user can be allowed or prohibited to sending messages to another user. In addition, some constrains can be added upon each permission. These permissions are assigned by means of policy files. There are two kinds of policy files: the main container policy file and the regular container policy file. These policy files determine what permissions a principle has in the container. In TrAgent, minimum permissions are assigned to each agent. The kind of permissions an agent is given depend on its rule in the operation of the stock exchange model.
One limitation of current version of JADE-S is that permissions may not be assigned dynamically during the runtime. This limitation is similar to that in the authentication. To modify the permissions of the agents, the old platform must be shut down and restarted again using the new policy file. To overcome this drawback and dynamically assign or modify permissions, delegation mechanism may be utilized. Using the delegation mechanism, one agent can share its permissions with another agent, which provides for implementation of dynamic permission management in TrAgent. The second limitation is that mobility related permissions are still missing. As a consequence, TrAgent currently does not provide this class of permission management.
Encryption, Signature, and Mobility
The discussion on encryption, signature and mobility is made together since the current version of JADE-S does not provide flexible and comprehensive mechanisms for these features. Regarding encryption, JADE-S provides limited number of basic algorithms for the users. This set of encryption algorithms provides adequate protection for the integrity and confidentiality of the messages when attacks are not very sophisticated.
Similarly, a user can add a signature to a message to improve the security. However for both cases, the user does not have access to the keys, neither symmetry nor asymmetry, and does not have a flexible way to handle the way the messages are encrypted or signed. Some other external tools, such as Java tool-kit, can be used to create a flexible way to handle the encryption and signature. These external tools are necessary if a feasible implementation of the secure stock exchange model is desired.
Regarding mobility, the current JADE-S only supports intra-platform mobility. In other words, agents cannot migrate from one platform to another. This is a limitation to our TrAgent model. In addition, the current JADE-S does not support permissions for mobility. Thus, in order to implement the TrAgent model in JADE-S, the agents that need to migrate must be in one platform and still suffer the security threats of receiving unexpected incoming agents or not utilizing the mobility features at all. Therefore, the current version of JADE-S does not provide us a suitable way to implement the mobility features of the model. ▪
In summary, the current version of JADE-S provides only limited security features that are used to implement the TrAgent model in a secure environment. However, as mentioned above, there are some limitations in the current version of JADE-S among which some cause serious drawbacks for the development of the system. To have a practical and satisfactory implementation, some other external tools can be employed together with JADE-S to provide a better scheme. However, regarding features such as mobility, we hope the future version of JADE-S incorporates significant improvement, such as providing inter-platform mobility and allowing mobility-related permissions.
Conclusion
This paper presented a multi-agent architecture encompassing the stock exchange, from when an investor issues a market evaluation request or a trade order until the transaction has been executed and reported. The majority of recent literature suggests the use of mobile agents and artificial intelligence mainly as a tool for surveying the market and supporting in decision making. However, no system known to the authors has comprehensively modeled the actual stock market as it is today. The aim was to provide a model for trading which can be used as a platform to:
 study the flow of trading, to implement strategies,  study future stock exchange technology, and  provide a foundation for an artificial stock market.
The basics of the stock exchange and the procedures in trading were first presented. The implementation of the components of the stock market was reviewed as to their functionalities and capabilities. Then the intelligent component of the stock broker agents was introduced in detail and examples of the implementation were illustrated. Thereafter, the interaction among the components, and the activities during the trading process, and finally, the security issues were discussed. Regarding the stock broker agents' fuzzy expert system, we presented a methodology for adjusting the ranges for the input and the output fuzzy sets by utilization of 3-dimentional diagrams that illustrate the effect of a pair of inputs on the profitability.
Developing strategies and models for investments in stocks and other securities excites many. This area is really two-fold: first to develop the models and secondly realize them using artificial intelligence. The stock exchanges were rapid to introduce computers and networks in their daily operations; however, they assigned the technology to communication and not decision-making. Developing software components for autonomous decision-making is difficult; clear unambiguous ontologies are lacking and strategies are difficult to implement due to their complexity. This field requires considerable research; especially, to realize the strategies using artificial intelligence and mobile agents. The presented work is a stepping stone towards these objectives.
